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Abstract 
 
We propose and critically compare novel designs of wavelength multiplexed fibre sensor 
networks that can withstand one or more cable failures.  Our designs use protection switching 
to recover service and they can be based on four combinations of dedicated, shared, line and 
path protection.  We identify architectures that can (1) tolerate at least one failure at any point, 
(2) perform signalling without requiring additional external resources and (3) impose nominally 
equal transmission impairments on all channels, be they in the working or protection states.  
Our preference for most circumstances is the “direct unidirectional sensor array”, operated by 
either dedicated line or dedicated path protection. 
 
1.  Introduction 
 

The increasing dependence on telecommunications services has created a need for 
optical fibre networks that are not disrupted in the event of accidental damage to cables by 
natural disasters or human activities [1].  To this end, wide area and metropolitan networks 
are now usually configured as self-healing rings and other designs with redundancy that use 
“protection” to regain service in the event of cable failure [2 – 4].   

 
Another application for optical fibre networks is the multiplexing of optical fibre sensors 

[5].  The uses are diverse, including monitoring the physical integrity of buildings, bridges, 
dams and pipelines and the surveillance of transport networks, manufacturing plants, power 
stations and other large installations.  However, in comparison with telecommunications 
networks, few studies have been published on multiplexed fibre sensor arrays that are 
designed to continue service in the event of unintended cable damage [6, 7].  Where the 
structure being monitored is of high value (oil pipelines, power transmission lines, etc.), 
human safety is at risk (bridges, dams, chemical storage sites, nuclear plants, etc.) or 
perimeter security is a concern (airports, banks, etc.) [8] the continued operation of the sensor 
network after accidental or malicious damage is of increasing importance. 

 
This paper reports a study which critically appraises novel network architectures for 

sensors that allow service continuity after one or more cable failures.  The networks we study 
are optical fibre buses based on wavelength division multiplexing (WDM).  Bus structures 
have been widely used for time division multiplexing (TDM), frequency division multiplexing 
(FDM) and coherence multiplexing [9, 10].  However, fibre Bragg gratings, which are now 
widely available low cost and low loss wavelength reflectors, have enabled WDM techniques 
to increase in importance among their competitors.  The gratings can act as sensors 
themselves [8 – 10] or can be used to identify the sensors within the network [11, 12].  In this 
way WDM bus networks make efficient use of the fibre and enable the multiplexing of 
intensity or interferometric sensors that respond to many measurands.  Therefore, they are 
not application-specific, which confers cost advantages.  

 
Optical fibre networks that incorporate protection strategies are well known in 

telecommunications engineering [1 – 3].  However, to our knowledge, this is the first reported 
classification and appraisal of protection categories and topologies in the context of networks 
with the prime objective of multiplexing sensors.  We report bus architectures that satisfy 
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three criteria simultaneously:  1. the network must withstand at least one cable failure at any 
point; 2. it must be possible to signal the failure and the need to take appropriate action to the 
relevant parts of the network without requiring external resources and 3. the network design 
must exert nominally equal transmission impairments on all channels, even after responding 
to a failure.  Complying with these requirements simultaneously is very demanding but we 
show that it is possible with the architectures that we propose.  Moreover, some of our 
designs can survive certain categories of multiple failures. 

 
Our investigation is of architectural principles [4], rather than physical layer performance 

and it starts in Section 2, which overviews unprotected and partially protected fibre bus ladder 
networks as multiplexed sensor arrays.  We propose a novel protection network in Section 3 
and explain how its operation can conform to four categories of protection that are well known 
in telecommunications engineering.  Protection switching is only possible if the network 
manager can signal the presence of a fault and request appropriate remedial actions [13].  
The signalling requirements of bus networks are summarised in Section 4.  Section 5 
describes in detail how our main topology responds to cable failure, making reference to the 
four categories of protection and in each case describing the signalling actions.  Section 6 
overviews three alternative topologies and explains the circumstances in which they can 
withstand multiple failures.  In concluding, Section 7 argues for our preferred strategies for 
topologies and protection categories. 
 
2.  Unprotected and Partially Protected Bus Networks 
 

A dual fibre bus network for multiplexing an array of N sensors is shown in Fig. 1 and it is 
the basis for the others in this paper.  It is not measurand specific and so it has a wide 
number of applications, according to the sensors selected.  The sensors are designated Si 
(where 1 ≤ i ≤ N) and each one is accompanied within a sensor unit SUi by a fibre Bragg 

grating that reflects a narrow bandwidth centred at wavelength λi .  The Si perform the 
modulations in response to the required environmental influence, while each grating uniquely 
identifies its associated sensor and so it is essential for WDM operation of the network.  The 
lasers at the transmitter node (TN) are usually unmodulated but have a bandwidth that is 
sufficiently broad to raise the threshold power for stimulated Brillouin scattering in the 
transmission fibre [14].  (Alternatively, they can be narrow band with an imposed modulation 
for the same purpose.) 

 
Figure 1 shows a distribution fibre and an aggregation fibre.  There are broadband 

couplers along the length of each of them and so there is no wavelength discrimination.  
Launched waves from the TN are transmitted to all of the sensors and, in the configuration 

shown in the top of Fig. 1, light of wavelength λi only is reflected by the grating at sensor unit 
SUi and makes a return pass through sensor Si.  From there it is coupled on to the 
aggregation fibre and to the receiver node (RN), together with the other wavelengths [12]. 

 
For sake of completeness, the lower portion of Fig. 1 shows an alternative location for the 

sensor so that it is physically separated from the fibre Bragg grating.  Then the signal makes 
only a single pass through the sensor, which has three consequences: double modulation by 
Si is eliminated, the induced transmission loss due to Si is halved and no reflected signal 
travels back to the TN.  The desirability of these attributes is application specific.  Figure 1 
shows a further pair of optional features, marked OTDR-D and OTDR-A, which are optical 
time domain reflectometers [15] on the distribution and aggregation fibres, respectively.  By 
transmitting and receiving pulses at out of band wavelengths, they allow the integrity of the 
network to be monitored and the location of any fibre fracture to be estimated.   

 
Inspection of Fig. 1 reveals that, in travelling from the TN to the RN, all channels 

encounter the same number of broadband couplers and transit the same total number of 
spans of distribution plus aggregation fibre between the couplers.  Consequently, they all 
experience similar propagation delays and impairments due to loss, dispersion, non-linear 
effects and accumulated noise.  No channel is systematically favoured or disadvantaged.  
Physical design studies of bus networks predict optimal performance when the splitting ratio 
of the couplers is about 5 – 10% (but the precise value is not of concern in this paper) [16, 
17].  When the network has around ten sensors or fewer, the total loss may be acceptable to 
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achieve the required operating signal to noise ratio [16, 18].    However, amplification is 
required for operation with a larger number.  Various schemes have been proposed for bus 
networks, including discrete and distributed erbium doped fibre amplifiers and fibre Raman 
amplifiers [11, 12, 18, 19] but the details are not of direct relevance here. 
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Figure 1  Top:  Fibre ladder bus network for the multiplexing of optical sensors.  Bottom:  
Detail of one of the network segments drawn differently.  TN = transmitter node, RN = 
receiver node, SUi = sensor unit i,  Si = sensor i,  FBG = fibre Bragg grating.  OTDR-D and 
OTDR-A = optical time domain reflectometers in the distribution and aggregation fibres 
(optional). 

 
The distribution and aggregation fibres are shown in Fig. 1 without reference to how they 

are contained within cables.  There are two main options.  The first is lower cost, in which 
they are in one common cable, but it is totally unprotected.  If the cable is cut at any point, 
there is complete network failure because all signals must pass through the entire length of 
the cable; part being by the distribution fibre and the remainder by the aggregation fibre.  The 
second option is to cable the distribution and aggregation fibres separately, avoiding co-
location at any point along their length.  When the distribution fibre is cut, there is a loss of 
signal (LoS) only from the sensors between the point of failure and the RN, for lack of optical 
input.  Alternatively, when the aggregation fibre is cut, the sensors between the TN and the 
point of failure no longer have an output path but the others survive.  The interconnect fibres 
that link the various SUi with the distribution and aggregation fibres (via the couplers) can also 
be damaged.  When this happens, only the affected sensor(s) fail and the rest of the network 
remains functional. 

 
In some circumstances the partial protection offered by placing the distribution and 

aggregation fibres in separate cables may have to suffice as a compromise between cost and 
security of service.  Sometimes the strategy can be justified by using more sensors than are 
strictly necessary for the monitoring function that they perform.  The entire cabling could be 
folded in some manner to ensure a reasonable spatial distribution of functioning sensors 
when there is a cable cut.  Then the redundancy necessary to withstand failure would be in 
the number of sensors, rather than through duplication of fibres.  However, overprovision of 
sensor units is expensive when it entails extra cable lengths.  The longer cable ducts and the 
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additional amplification to overcome the increased transmission and coupler losses can be 
costly.  Therefore, ensuring continued operation in the event of cable failure requires more 
advanced bus topologies, as addressed in the following sections. 
 
3.   Direct Unidirectional Sensor Array:  General Description 
 

The “direct unidirectional sensor array” is our first adaptation of the basic network design, 
in which the word “unidirectional” refers to signal propagation in the cables between the 
sensor units, rather than the individual fibres.  Figure 2 shows several segments of a bus 
network with four fibres that are common to all of the sensors.  The two fibres at the top of the 
diagram are co-located the “working cable” and the two at the bottom are in the “protection 
cable”.  Each cable contains one distribution fibre and one aggregation fibre.  The fibres that 
connect the sensors to the working and protection cables are the “working interconnect” and 
the “protection interconnect” fibres, respectively.  The input light to sensor Si can be carried 
by the distribution fibres within the working and protection cables, where it is designated W in 
and Pin, as appropriate.  Similarly, the modulated outputs from the SUi are carried by one or 
both of the aggregation fibres.  They are designated Wout and Pout and are within the working 
and protection cables, respectively.   
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Figure 2  Top:  Direct unidirectional sensor array network.  Bottom:  Detail of one segment.  
TN = transmitter node, RN = receiver node, BP = branching point, SUi = sensor unit i, Si = 
sensor element i,  FBG = fibre Bragg grating.  Win and Wout =  working cable: input and output, 
respectively.  Pin and Pout = protection cable: input and output, respectively. 
 

In Fig. 2 the total number of spans of fibre through which every channel passes is the 
same, be it by the working or the protection infrastructure, and so all channels experience 
nominally equal transmission impairments and propagation delays.  Furthermore, the losses 
caused by the broadband couplers are the same as in the unprotected network of Fig. 1.  
These are desirable attributes that are not necessarily shared by telecommunications self-
healing ring networks [1 – 3].  We have therefore satisfied the third of our criteria of 
acceptable operation stated in Section 1. 

 
The network design in Fig. 2 does not aim to protect against failure of the TN, RN or any 

of the SUi .  In common with telecommunications practice, the probability of failure at such 



 5

key locations is minimised by duplicating the internal equipment and electrical power supplies.  
Nevertheless, should one of the SUi be rendered completely inoperative, all of the others can 
continue to function, irrespective of the category of protection that is used to ensure the 
continued transmission by the fibres and we believe that this is an advantage over some 
designs of ring network. 

 
There are four categories of protection for the network shown in Fig, 2.  It can use 

“dedicated” or “shared” protection and each of these has sub-categories called “path” and 
“line” protection.  (In telecommunications networks dedicated and shared protection are 
commonly designated “1 + 1” and “1 : 1”, respectively but we do not use this terminology.)  
We start with the distinction between dedicated and shared protection [1 – 3].  The sensor 
unit in Fig. 2 contains a component that is not included in Fig. 1, called the branching point 
(BP), and it can be either a passive 3 dB 1x2 coupler or a 1x2 photonic switch.  Dedicated 
protection requires a coupler, while shared protection requires a switch. 

 
In dedicated protection, the transmissions from the TN are carried by the working 

distribution fibre to the sensors in normal operation.  The modulated wave exiting the sensor 
is passively split by the 1x2 coupler and then propagates by both of the aggregation fibres via 
the interconnect fibres.  In normal circumstances, the receiver selects the channel Wout from 
the aggregation fibre within the working cable and discards Pout.  When there is a LoS due to 
cable failure, the network performs up to three consecutive switching actions in order to 
restore service.  First, the receiver in the RN switches to the aggregation fibre within the 
protection cable in an attempt to receive Pout.  If the channel(s) remain undetected, the 
laser(s) in the TN switch to the distribution fibre within the protection cable and so launch via 
Pin.  The RN still attempts to detect Pout and if service is not present, there is a last switching 
action, in which the receiver(s) switch back to the aggregation fibre within the working cable to 
receive Wout.   

 
When shared protection is used the lasers in the TN are connected to the working 

distribution fibre in normal operation.  The 1x2 switch in SUi selects whether the waves to and 
from the sensor travel via the working fibres or the protection fibres.  Only the working fibres 
are used in normal operation and only the protection fibres in the event of a cable failure.  
When a failure occurs, three switches (or groups of switches) have to change position from 
the working fibres to the protection fibres.  They are: (a) at the TN, (b) the 1x2 switch(es) at 
the sensor unit(s) and (c) at the RN.  Automatic protection switching (APS) protocols [20] are 
required to control the process and upon completing the three switching actions, operation is 
entirely by the protection fibres. 

 
There are important differences between dedicated and shared protection.  The 1x2 

couplers used in each SUi in dedicated protection typically cause a minimum of 6 dB loss (3 
dB in each direction) but they are relatively low cost components.  In contrast, the 1x2 
photonic switches used in shared protection are lower loss but more expensive and require 
electrical power.  In dedicated protection sensor signals always attempt to travel from the SUi 
to the RN in both the working and protection cables and the RN accepts either Wout or Pout , 
according to which is present.  The switching that occurs after LoS is only in the RN and TN.  
In contrast, in shared protection light is confined exclusively to either the working or the 
protection cables and it is achieved by the switches at the SUi throughout the network.  
Consequently, switch control algorithms are more complicated in shared protection. 

 
There is a facility called “spatial re-use” that can be offered in telecommunications shared 

protection networks [2, 3].  It could be beneficial if ever the networks described here were 
used for combined sensing and data services.  (A simple example would be to reserve 
several WDM channels for direct point-to-point data links between the TN and RN and so 
increase the number of paying customers.)  During normal operation, when all cables are 
perfectly intact, the protection fibres are not in use and so could be loaded with low priority 
traffic.  If there is a break in the working fibre, protection switching occurs and the sensor 
traffic previously carried by the working cable is re-routed via the protection cable.  In that 
case the low priority traffic is lost.  Capacity on the protection cable could be sold by the 
operators as being at higher risk of failure and priced accordingly.  In this way, it would be 
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possible to recover some of the costs of providing the protection capacity for the high priority 
traffic.  It should be noted that spatial re-use is not available with dedicated protection.   

 
Both dedicated and shared protection networks can operate by what are known as “path” 

and “line” protection.  In path protection each sensor, and its associated wavelength, is 
protected individually.  It is achieved by placing one switch per channel before the wavelength 
multiplexer at the TN and one switch per channel after the wavelength demultiplexer at the 
RN.  However, in line protection, all sensors and their associated wavelengths are protected 
and switched by only one request.  This means that there is only one switch (serving all 
channels) at the TN and it is located after the multiplexer.  Similarly, there is one switch 
before the demultiplexer at the RN.  Clearly, the greater number of switches in the TN and RN 
in path protection increases the costs.  Similarly, the APS protocols are more demanding.  
However, as argued in Sections 5 & 6, path protection can offer greater resilience against 
certain types of multiple failures. 
 
4.  Signalling Requirements:  General Considerations 

 
In common with telecommunications, the presence of a fibre failure and the subsequent 

command to activate protection switching must be communicated between the different parts 
of the network.  We refer to these telemetry communications as “signalling” [13, 20] (some 
authors use “messaging”).  Signalling traffic is an integral component of the protection 
switching procedure and it is high priority because it must not depend upon being carried by 
the failed fibre.  It is low bit rate (if it is digital) or low bandwidth (if it is analogue).  
Nevertheless, the complexity of both the physical connectivity and the information content for 
the signalling depend upon the category of protection.  In dedicated protection all of the 
switches are in the RN and TN and the signalling merely requires point-to-point 
communication between them, which is relatively simple and low cost.  However, shared 
protection architectures employ a switch at each sensor unit, which complicates the signalling 
connectivity requirements and switch control software.  The signalling traffic volumes are 
greater when the channels are switched individually (path protection) than collectively (line 
protection). 

 
In telecommunications networks the APS protocols can be either distributed or 

centralised.  Distributed operation usually requires a processor to be placed at the site of 
each switch.  Extrapolating to sensor networks, the intelligence would have to be included in 
the SUi , which is likely to be costly and more technically demanding and so we do not 
consider it further.  When the protocols are centralised, the failure detectors and associated 
processor units are most conveniently located in the RN.  The failure detectors are activated 
by (a) a complete LoS, (b) signal fading below some predefined threshold or (c) an 
unacceptable signal-to-noise ratio. (Bit error rate measurements are not relevant in analogue 
sensor networks.)  Signalling is then sent to the slave switches in the TN (in all cases) and in 
the sensor units (in shared protection). 
 

The signalling transmission requirements are dependent upon the network’s physical 
topology.  Figure 3 shows a design that can reduce or even eliminate all signalling outside the 
end nodes of the network.  An experimental demonstration of this network has been reported 
in Ref. [21].  Figure 3 complies with the connectivity requirements shown in Fig. 2 but the TN 
and RN are co-located and so it can be said to be a physical ring but a logical bus.  The 
transmitters, receivers and associated switches can all be in the same equipment rack or line 
card so that signalling between the TN and RN is achieved entirely through electronic 
circuitry.  In that case, no signalling transmissions need exit the TN/RN node enclosure in 
dedicated protection networks, leading to improvements in costs, network simplicity and 
reliability.  Unfortunately, the suitability of the configuration shown in Fig. 3 depends on the 
required sites for the SUi and various geographical constraints.  Where the cables are 
underground, it would often need longer trenches than the linear configuration of Fig. 2, 
leading to costly civil works.  Therefore, sending the signalling between the TN, RN and SUi 
may be unavoidable and the means by which this can be achieved are now considered. 
 

Signalling traffic can be carried either by an infrastructure that is in some way physically 
separate from the sensor network or by the sensor network’s own fibres.  Firstly, consider the 
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physically separate means.  One could install separate fibre(s) which are devoted entirely to 
signalling but it is usually unrealistically expensive.  There might sometimes be a data 
communications network in close proximity to the sensor network and capacity could be 
bought from the network operator.  However, a shared protection strategy would demand 
interconnecting every sensor unit to the data communications network, which would increase 
the costs.  An alternative means of transmission, such as a radio link, would be much more 
cost effective and, provided that its failure probability is acceptably low, it could be a viable 
technical choice, especially for dedicated protection. 

 

λλλλ1

λλλλ2

λλλλN

λλλλ1

λλλλ2

λλλλN

network  management

SU1

SU2

SUi

SUN

TNRN

m

u

x

m

u

x

m

u
x

d

e

m

u

x

d

e

working

cable

protection

cable

broadband  couplers:

connect  to  distribution
&  aggregation  fibres

laserreceiver

 
 
Figure 3  Direct unidirectional sensor array folded to form a physical ring with a co-located 
transmitter node (TN) and receiver node (RN).  Each sensor unit (SUi) is connected to the 
distribution and aggregation fibres within each of the working and protection cables.  This 
example is for path protection:  each laser and receiver is connected to a 1x2 switch that is 
controlled by a common network manager. 
  

We turn to the use of the existing fibre infrastructure for signalling.  It is a low cost option 
because no external resources are required and it is the only one that fully satisfies our 
criteria for acceptable protection schemes stated in Section 1.  However, the challenge is to 
ensure that the signalling traffic is not blocked when a fibre failure occurs.  Two choices for 
the signalling traffic format are to superimpose pilot tones [22] on the existing channels and to 
devote one WDM channel to signalling.  (In contrast to telecommunications practice, such as 
SDH/Sonet, [2, 3] sensor data is analogue and digital headers cannot be conveniently 
employed).  Pilot tones are analogue over-modulations on each of the channels and they 
confer the benefit of not requiring dedicated lasers and receivers or occupying additional 
spectrum within the optical amplifier gain bandwidth.  However, they complicate the required 
signal processing at the receiver and they cannot be used to carry information contra-

directionally in a fibre with respect to the sensor data.  In contrast, a wavelength λs, which is 
devoted exclusively to telemetry signalling, can often be propagated in the opposite direction 
to the N sensor channels and this is the strategy that we consider in Sections 5 and 6. 

 
5.  Direct Unidirectional Sensor Array:  Responses to Failures   
 

The four categories of protection – dedicated line, dedicated path, shared line and shared 
path – all have particular characteristics, determining the locations and numbers of failures 
against which they can protect and their signalling requirements.  Their operation during cable 
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failure is now described and Table 1 summarises their main features.  The explanations given 
here refer mainly to Fig. 2. 
 
 

 Line Path 

Dedicated • Passive Y-couplers in the SUi 

• One switch in the RN and one 
switch in the TN 

• One interconnect fibre failure 
causes protection switching of 
every channel 

 
 
 

• Simple APS protocol 
– it only communicates between 
the TN and RN 
–  there is only one alarm 
condition:  switch to the protection 
cable 

• Signalling: Use a devoted 
wavelength counter-propagating 
on the protection cable  

• Passive Y-couplers in the SUi 

• N switches in the RN and N 
switches in the TN 

• One interconnect fibre failure 
causes protection switching only 
in associated channel 

• One failure in the distribution or 
aggregation fibres generates N 
alarms 

• The APS protocol communicates 
between the TN and RN but not 
the SUi for each channel 

 
 
 

• Signalling: Use a devoted 
wavelength counter-propagating 
on the protection cable 

Shared • Switches in the SUi 

• One switch in the TN and one 
switch in the RN 

• An interconnect fibre failure 
causes protection switching of 
every SUi 

• The APS protocol communicates 
between TN, RN and every SUi 

• There is only one alarm and one 
restoring action 

 

• Spatial reuse is available for low 
priority traffic in the protection 
fibres 

• Signalling: Use a devoted 
wavelength counter-propagating 
on the protection cable 

• Switches in the SUi 

• N switches in the TN and N 
switches in the RN 

• An interconnect fibre failure 
causes protection switching only 
in SUi 

• Complex APS protocol 
– it only communicates between 
the TN, RN and every SUi 

–  there is up to N alarms: one for 
each SUi 

• Spatial reuse is available for low 
priority traffic in the protection 
fibres 

• Signalling: Use a devoted 
wavelength counter-propagating 
on the protection cable 

 
Table 1  The main features of the four categories of protection in the direct unidirectional 
sensor array. 
 
5.1  Dedicated Line Protection 

When the working cable is severed between SUi and SUi+1, there is complete LoS at the 
RN and so all channels must be carried by the protection cable.  The first action is to switch 

the receiver to attempt to detect Pout but only λ1 , … , λi will be present.  A signal is then sent 
to the TN to switch all lasers to Pin.  Thereafter, all channels use the protection infrastructure 
exclusively and the network management computer sends a request to the network operator’s 
staff to perform a cable repair.  The signalling can take place within the existing infrastructure, 

even when there is a cable failure, by launching the special wavelength λs contra-directionally 
from the RN to the TN within one of the fibres in the protection cable.  Furthermore, provided 
that the protection cable remains intact, it is possible to ensure complete recovery of service 
even when there are multiple point failures along the working cable. 

 
When one of the working interconnect fibres is broken, the RN detects a LoS on the 
corresponding channel, which should normally arrive via the working aggregation fibre.  
However, as all channels are switched collectively at the TN and RN, regaining service from a 
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single fault requires all N channels to be launched at Pin, even though N - 1 of them could 
continue to operate satisfactorily using the working infrastructure.  The sequence of switching 
and signalling at the TN and RN is the same as when the working cable fails.  In dedicated 
line protection operation can be re-established even when several working interconnect fibres 
have failed.  However, one or more channels will be lost completely if some failures are to the 
working interconnect fibres and the others are to the protection interconnect fibres. 
 
5.2   Dedicated Path Protection 

A failure in the working cable between SUi and SUi+1 prevents any channel from reaching 
the RN via Wout.  Consequently, N alarms are generated, causing all N switches at the RN to 
be activated to recover service via the protection aggregation fibre.  However, as the 
branching points are passive 1x2 couplers, the outputs from the sensor units attempt to 
propagate to the RN via both the working and protection aggregation fibres, irrespective of 
which distribution fibre conveyed the light from the N lasers in the TN.  Consequently, not all 
switches at the TN must change their state in response to a point failure in the working cable.  
Channels i+1, … , N must be launched by Pin, while the others can continue via W in.  
Signalling is by the same means as in dedicated line protection but the traffic volume is higher 
because of the need to specify which switches in the TN must change state.  Where there are 
several failures in the working cable, full service recovery can be ensured by activating all 
switches at the RN but only those switches at the TN corresponding to the isolated sensor 
units.  

 
Upon failure of the working interconnect fibre to SUi , the RN detects no power on the 

corresponding channel.  Only λi need be switched to the protection infrastructure at the RN 
and TN and the signalling instruction is very simple.  Full service continuity is possible despite 
multiple failures to interconnect fibres, provided that no more than one interconnect fibre per 
sensor is affected.  As dedicated protection operates on a channel-by-channel basis, they can 

be to either the working or the protection interconnect fibres.  In all cases signalling at λs is 
contra-directional, using one of the fibres in the protection cable. 
 
5.3  Shared Line Protection 

When the working cable is cut between SUi and SUi+1, no channel arrives at the RN and 
service is regained by requiring all channels to move entirely to the protection infrastructure.  

Upon detecting the LoS, a telemetry signal at wavelength λs is sent from the RN to the TN via 

the protection distribution fibre.  Two separate commands (again at λs) are then issued to the 
switches in all sensor units, requesting a change of state.  The TN must signal to SU1 , … , 
SUi , launching via W in and the RN must signal to SUi+1 , … , SUN , launching contra-
directionally via Wout.  Finally, the TN and RN activate their switches so that the N sensor 
channels are launched and received at Pin and Pout, respectively.  Where spatial re-use is 
employed, all of the low priority traffic is lost in the event of a failure.  Shared line protection 
cannot tolerate failures in both the working and protection cables.  However, it is possible to 
survive multiple failures to the working cable but signalling to the switches is demanding and it 
may require external means, such as a radio link. 

 
If one interconnect fibre is cut, every channel must be switched from the working cable to 

the protection cable.  No sensor is unaffected because every BP switch must change state 
and there is a momentary loss of service while this occurs.  If there is spatial re-use, all of the 
low-priority traffic on the protection cable is completely displaced, even though only one 
interconnect fibre is cut.  It is possible to survive failures to several of the working interconnect 
fibres or several of the protection interconnect fibres but not combinations of both. 
 
Signalling is more problematical when a working interconnect fibre fails because the 1x2 
switch in SUi is in a state that allows light to enter only by the failed fibre.  There are several 
solutions.  The first, as discussed in Section 3, is to provide a radio or other external link but it 
violates our second requirement for an available architecture.  A second option is to change 
the states of the 1x2 switches in the SUi periodically and listen for telemetry commands from 
the RN which state either “all is normal – do nothing” or “there is a failure – activate 
switching”.  If the network is used only for sensing services, the option is viable because 
sensors are seldom interrogated at high frequencies.  A third choice is to replace the 1x2 
switches in the SUi by 2x2 cross-bar switches.  In normal operation the switches are in the 
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bar state so that the working interconnect fibres are connected to the sensors, while the 
protection interconnect fibres are connected to switch controllers.  When a fault is detected 
through a LoS at the RN, a telemetry signal is sent via the protection distribution fibre to all of 
the switch controllers to instruct them to change their switches to the cross state.  Thereafter, 
the sensors are all connected to their protection interconnect fibres.  A fourth possibility is 
illustrated in Fig. 4, which shows additional fibre connections to permit signalling via one of 
the distribution fibres by launching from the RN.  The commands activate switch controllers 
located at each SUi .  Unfortunately, all four solutions require intelligence and additional 
hardware within the SUi and therefore increase the cost. 
 

Si

λλλλ i

B
P

BP  controller

Win

Pin

Wout

Pout

signalling  at  λλλλs

signalling  at λλλλs

protection  cable

working  cable

Pin

Pout

Win
Wout

 
 
Figure 4  One segment of a direct unidirectional sensor array for use in shared protection.  
Alternative fibre configuration at the sensor unit SUi to enable signalling in the event of a 
failed interconnect fibre without the need for external resources, such as a radio link. 

 
5.4  Shared Path Protection 

One failure to the working cable causes total loss of optical power at the RN.  N alarms 
are generated, one for each wavelength, and they require 3N actions because all switches 
throughout the network must be activated to resume service:  N at the TN, N at the RN and N 
at the SUi.  Clearly, the control software is relatively complicated.  Upon completion of the 
switching actions, all traffic is carried by the protection infrastructure, which means that there 
is complete network failure in the event of cuts to both the working and protection cables in 
any positions.  Nevertheless, it is possible to survive multiple failures to the working cable.  In 
the event of spatial re-use, all low priority traffic on the protection cable is lost if the working 
cable is damaged in one or more places. 

 
If one interconnect fibre is severed, the signalling between the TN, RN and SUi and 

subsequent switching affects only one sensor.  This means that N - 1 channels propagate 
entirely by the working cable and only one by the protection cable.  The momentary disruption 
to traffic during post-damage signalling and switching is limited to the affected sensor.  Where 
there is spatial re-use on all N channels, only one of them need displace its low-priority traffic.  
Due to the channel-by-channel protection, it is possible to survive several failed interconnect 
fibres.  They can be in any combination – working or protection – provided that no more than 
one interconnect fibre per sensor is affected. 

 
The differences in the signalling requirements between shared path and shared line 

protection lie in the requests that are made to the switches.  All switches are activated in 
shared line protection but only a sub-set in shared path protection.  The physical paths taken 
by the signalling traffic are the same in both cases.  When the working cable is cut all 
switches in the network must be activated so that operation is entirely by the protection 
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infrastructure.  Therefore, the signalling procedures are as described in Section 5.3.  In 
shared path operation when one of the working interconnect fibres fails, only the three 
associated switches need be activated.  Nevertheless, the same signalling constraints and 
choices apply as outlined in Section 5.3.  Combined failures to working and protection 
interconnect fibres are more demanding for the signalling and the best means may be as 
illustrated in Fig. 4 or by an external radio link.    
 
 

 Dedicated Line Dedicated Path Shared 
Line 

Shared 
Path 

 
 

 
Direct 

Unidirectional 
Sensor Array 

Multiple point    
failures on the 
working cable 
 
Multiple failures 
to the working or 
the protection 
interconnect 
fibres 
 
Signalling is 
straightforward 

Multiple point    
failures on the   
working cable 
 
Multiple failures 
to the 
interconnect 
fibres: various 
locations 
 
Signalling is 
straightforward 

Multiple point    
failures on the 
working cable 
 
Multiple failures 
to the working or 
the protection 
interconnect 
fibres 
 
Signalling is 
demanding 
when inter-
connect fibres 
fail 

Multiple point    
failures on the   
working cable 
 
Multiple failures 
to the 
interconnect 
fibres: various 
locations 
 
Signalling is 
demanding 
when inter-
connect fibres 
fail 

Reversed 
Unidirectional 
Sensor Array 

Same as direct 
unidirectional 
sensor array 

 
N/A 

 
 

Same as direct 
unidirectional 
sensor array 

Same as direct 
unidirectional 
sensor array 

 
 

Crossed 
Unidirectional 
Sensor Array 

Multiple point 
failures on cable 
A 
 
Multiple failures  
to the working or 
the protect-ion 
interconnect 
fibres 

Multiple point    
failures on cable 
A 
 
Multiple failures 
to the 
interconnect 
fibres: various 
locations  

 
 
 
 

N/A 

One failure on 
cable A 
 
 
Multiple failures 
to the 
interconnect 
fibres: various 
locations 

 
 
 
 

Bidirectional 
Sensor Array 

 
 
 
 
 

N/A 

Up to one point 
failure on the 
distribution cable 
plus one point 
failure on 
the aggregation 
cable 
 
Multiple failures 
of the 
interconnect 
fibres: various 
locations 

 
 
 
 
 

N/A 

One point 
failure on the 
distribution or 
the aggregation 
cable 
 
 
 
Multiple failures 
of the 
interconnect 
fibres: various 
locations 

 
Table 2  Summary of the topologies and protection categories explored and the number of 
failures that they can survive.  N/A = not available, according to the three criteria stated in 
Section 1. 
 
6.  Alternative Network Topologies 
 
We now propose bus designs with different cabling configurations from the direct 
unidirectional sensor array.  We continue to refer to the four protection categories described 
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in Section 2 and require the three criteria of network availability stated in Section 1.  When 
one or more criteria cannot be satisfied, we designate the protection category “not available” 
(N/A).  We note that networks which ensure nominally equal transmission impairments 
between the working and protection infrastructures satisfy a more stringent requirement than 
self-healing rings for telecommunications [1 – 3].   Furthermore, it is sometimes possible to 
exceed our criterion of being able to survive one fibre failure at any point and topologies that 
do so are desirable.  The key characteristics of the network designs are summarised in Table 
2.   
  
6.1  Reversed Unidirectional Sensor Array  

The network topology is illustrated in Fig. 5.  It includes a working cable and a protection 
cable, each containing a distribution and an aggregation fibre and the working and protection 
cables are each joined to every SUi by one interconnect fibre.  However, Fig. 5 differs from 
Fig. 2 in the direction of the protection traffic.  It travels contra-directionally with respect to the 
working traffic but the light within each cable travels in one direction, justifying the description 
“unidirectional”.  When the two ends of the network are distinct units, the working lasers are 
co-located with the protection detectors and vice-versa.  For this reason, we refer to them as 
the “A –” and “B –” ends.  However, as discussed in Section 4, the entire network can be 
folded, as shown in Fig. 3, to co-locate the A – and B – ends.  If it is economically viable, the 
configuration then offers the benefit of simplified signalling. 
   

SU1 SU2 SUN
T
N

R
N

Win
Wout

PinPout

working  cable

protection  cable

Win
Wout

PoutPin

 
Figure 5  Reversed unidirectional sensor array bus network.  SUi = sensor unit i.  Win and 
Wout =  working cable: input and output, respectively.  Pin and Pout = protection cable: input 
and output, respectively.  TN  =  transmitter node,  RN  =  receiver node.  The elements within 
the sensor units are as illustrated in Fig. 2. 
 

One can follow the arguments presented in Section 5 for various failure locations with 
respect to the four protection categories.  All four categories can withstand a single failure in 
the network at any location and signalling is possible without the need for additional physical 
infrastructure.  Dedicated line, shared line and shared path operation can tolerate the same 
numbers and combinations of failures as their counterparts in the direct unidirectional sensor 
array.   

 
Unfortunately, after protection switching dedicated path protection does not satisfy our 

requirements for transmission impairments.  During normal operation, all channels traverse 
the same numbers of couplers and fibre spans but this is no longer so after protection 
switching.  As a concrete example, consider a failure in the working cable between SU1 and 
SU2 in Fig. 5.  After protection switching has occurred, sensor 1 is served by launching by W in 
and receiving by Pout .  In contrast, the other channels must be launched by Pin and therefore 
encounter greater losses on the way to their receivers.  One solution could be to program all 
switches in the A- and B- ends to act collectively when the working fibre fails, so that the 
network behaves as if it has dedicated line protection.  In that case, switching of individual 
fibres is used only in response to failed working interconnect fibres.  However, the benefit of 
providing the 2N switches is then relatively small and so we regard dedicated path protection 
as N/A, as marked in Table 2. 
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Telemetry signalling is most straightforward in dedicated line protection.  When the 

working cable fails, all channels at Wout are lost.  The B-end then uses λs in one of the 
protection fibres to instruct all receivers in the A-end to switch to Pout and lastly the B-end 
launches all channels via Pin.  When the working interconnect fibre to SUi fails, the B-end 
launches all channels via Pin and signals the A-end to accept all channels via Pout. 

Signalling is more complicated in shared line and shared path protection.  In the event of 
working cable failure, the procedure is the same as in the direct unidirectional sensor array, in 
which signals are launched from both ends on the working infrastructure to instruct the 1x2 
switches to change their state.  Furthermore, the same difficulties apply in the event of a 
failed working interconnect fibre and the solutions that can be adopted are as explained in 
Section 5.3. 
 
6.2  Crossed Unidirectional Sensor Array 

One segment of a crossed unidirectional sensor array is shown in Fig. 6.  The working 
distribution fibre shares a cable, designated “cable A”, with the protection aggregation fibre.  
Similarly, the working aggregation and protection distribution fibres share “cable B”.  The 
working and protection lasers are in the TN, while the working and protection receivers are in 
the RN. 
 

Cable  A
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Pin

Pout

Wout

Win

Wout

Pout
Pin
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SUi
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P

F

 
 
Figure 6  One segment of the crossed unidirectional sensor array.  BP = branching point, SUi 
= sensor unit i, Si = sensor element i.  Win and Wout =  working cable: input and output, 
respectively.  Pin and Pout = protection cable: input and output, respectively.  F = point where a 
failure is most problematical. 

 
 
There is a complicated arrangement of interconnect fibres joining the sensor units with 

cables A and B, which could increase the installation costs.  Moreover, careful layout of the 
cabling for the interconnect fibres is required to ensure that their relative complexity does not 
lead to greater failure probabilities.  When an interconnect fibre does fail, it has the most 
serious consequences at the position marked F on Fig. 6.  A failure at F prevents light from 
entering or leaving the sensor unit, which means that the working infrastructure cannot be 
used for signalling to the sensor units in those protection categories that require it.  In 
analysing the network, we have always considered  such failures, as they are the worst case. 

 
There are two grounds upon which the crossed unidirectional sensor array topology 

can be justified.  The first is that the two transmitter sets (W in and Pin) are co-located and the 
two receiver sets (Wout and Pout) are co-located.  Consequently, in contrast to the reversed 
unidirectional sensor array, there is less incentive to configure the whole network as a 
physical ring, with its potentially higher costs of civil works.  The second possible justification 
is tolerance to certain combinations of failures. 
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Consideration of the unidirectional sensor array reveals that shared line protection cannot 

recover service from all sensors when either cable A or cable B is cut and it is therefore 
designated N/A.  Depending on the position of the cable damage, some input channels 
cannot arrive at their target sensors, while others do not have a path to their receivers.  
However, the other three protection categories enable continuity of service after single point 
failures.  Furthermore, as Table 2 summarises, dedicated line and dedicated path protection 
can withstand multiple failures to either cable A or cable B but none of the protection 
categories is resilient to combinations of failures to cables A and B.  When there is one failure 
on each cable all three of the available categories can regain service of the sensors that lie 
between the two points of failure but no other.   

 
All three of the available protection categories can survive multiple failures to the working 

interconnect fibres or the protection interconnect fibres.  Additionally, thanks to their channel-
by-channel connectivity, the two categories of path protection can survive a wider 
combination of failures to the interconnect fibres: some to the working and others to the 
protection infrastructure, provided that at least one per sensor remains functional. 

 
Signalling by the use of one of the fibres in cable B is possible in dedicated line and 

dedicated path protection.  This applies whether the failure is at one or more locations on 
cable A or to several of the interconnect fibres.  Signalling is more technically demanding for 
shared path protection when an interconnect fibre is cut at position F because the sensor 
unit’s switch is connected to the failed fibre.  (The same applied in the direct and reversed 
unidirectional sensor arrays.)  Therefore, one of the solutions discussed in Section 5.3 will 
have to be adopted, with adverse implications for costs. 
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Figure 7  One segment of the bi-directional sensor array.  BP = branching point, SUi = sensor 
unit i, Si = sensor element i,  Win and Wout =  working cable: Input and output, respectively.  Pin 
and Pout = protection cable: input and output, respectively.  F = point where a failure is most 
problematical. 

 
6.3  Bi-directional Sensor Array 

One segment of the bi-directional sensor array is shown in Fig. 7.  There are two cables 
that perform the backbone function, transporting all wavelengths and they are termed the 
“distribution” and the “aggregation” cables.  The word “bi-directional” refers to propagation in 
these cables and not in the individual fibres.  As Fig. 7 shows, the interconnect fibres are in a 
slightly more complicated configuration than the direct and reversed unidirectional sensor 
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arrays but, as we argue here, it can confer the benefit of increased survivability in some 
circumstances. 

 
Dedicated and shared line protection are not available in the bi-directional sensor array.  

In line protection the APS protocol requests the collective switching in one common action.  
However, if the distribution cable should be broken, there is no single action that enables all 
of the sensors to receive the launched signals and this applies irrespective of whether the SUi 
contain 1x2 couplers or switches. 

 
In dedicated path protection each channel is individually launched on to either the 

working or the protection distribution fibre, but not both.  Upon reaching its target sensor, it 
attempts to propagate via both the working and protection infrastructures.  When there is one 
failure on the distribution cable between SUi and SUi+1, channels 1, … , i are launched and 
received by W in and Wout, respectively and channels i + 1, … , N are launched and received 
by Pin and Pout, respectively.  In this way, all three conditions of acceptable operation can be 
satisfied.  In particular, all channels traverse the same number of couplers and fibre spans. 

 
Dedicated path protection offers the desirable feature of being able to survive one failure 

in each of the distribution and aggregation cables.  Figure 8 shows failure pairs, Fx – Fx, Fy – 
Fy and Fz – Fz.  By careful selection of the launch points (W in or Pin) and receiver points (Wout 
or Pout) on a channel-by-channel basis, it is possible to regain service after all such 
combinations of failures. However, there are three important limitations.  Firstly, service 
continuity cannot be provided when there are multiple failures in either the distribution or 
aggregation cables.  Secondly, double failures of the types shown in Fig. 8 block all possibility 
of signalling within the network’s own fibre infrastructure and so alternative means, such as a 
radio link are unavoidable.  Thirdly, surviving combined failures requires a selection of 
channel launch and reception points that violate our requirement that all channels experience 
nominally equal transmission impairments. 
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Figure 8  Bi-directional sensor array with four sensors illustrating combinations of failure 
positions from which service can be regained when using dedicated path protection. 
 

A failure in the working interconnect fibre is most problematical at position F on Fig. 7 
because it prevents the sensor from receiving any input from the working infrastructure.  
Signalling must then be by the protection infrastructure.  Nevertheless, even when they are at 
the F-positions, dedicated path protection is resilient to multiple failures in the interconnect 
fibres.  Owing to the channel-by-channel connectivity of path protection, some failures can be 
to the working interconnect fibres and others to the protection interconnect fibres, provided 
that at least one per sensor remains intact.   
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In shared path protection each sensor is protected individually.  Once one or more 
channels experiences a LoS, switching takes place at the TN, the appropriate SUi and the RN 
and the affected channels use the protection infrastructure entirely.  As there is never an 
interchange of any channel between the working and protection infrastructures, full service 
can be regained if there is at most one failure to the distribution cable or one failure to the 
aggregation cable.  Channels are lost in the event of multiple or combined failures.  However, 
owing to the channel-by-channel protection, it is possible to survive failures in various 
combinations of the interconnect fibres: some to the working interconnect fibres and others to 
the protection interconnect fibres.  The condition is that, for any one SUi , at least one of its 
interconnect fibres remains functional.    
 
7.  Conclusion 
  

We have proposed and critically compared novel topologies for sensor networks that use 
protection switching to survive damage to the fibre infrastructure at one or more points.  Each 
design is a ladder bus in which the sensors are uniquely identified by wavelength using fibre 
Bragg gratings.   We have considered four protection categories – dedicated line, dedicated 
path, shared line and shared path – which have direct counterparts in telecommunications 
networks.  Telemetry signalling, which is the means to communicate the presence of a failure 
and request that the appropriate action be taken to recover service, is an integral aspect of 
protection switching.  The physical topology, the protection category and the means for 
signalling must be considered together when evaluating a network design.   

 
We have identified three criteria for an architecture to be viable (“available” in our 

terminology):  It must (1) withstand at least one fibre failure, which can be at any location, (2) 
perform the necessary signalling within the existing fibre infrastructure and (3) be configured 
so that in traversing the network all channels experience nominally equal transmission 
impairments in both their working and protection states.  Collectively, these criteria are 
demanding but there are several combinations of topologies and protection categories that 
can satisfy them, as summarised in Table 2.  Where relevant, we have indicated potentially 
expensive options but we have not used cost as an availability criterion.  What matters is 
holistic costs, which cannot be quantified without knowing the sensing application, the 
network’s physical dimensions and whether other services, such as data communications, are 
also carried. 

 
The choice between dedicated and shared protection is important because, once the 

network is installed, it is disruptive to upgrade from one to the other by replacing all of the 
BPs, APS software and signalling equipment.  The critical factors that determine the decision 
are the cost, the complexity of the APS software, the ease of signalling, the ability to 
withstand multiple failures, the optical transmission impairments and the need for spatial 
reuse.  We believe that in all topologies dedicated protection offers clear advantages from the 
point of view of cost, simplicity of APS software and ease of signalling.  Moreover, dedicated 
path protection can withstand multiple failures in some topologies.  Where shared protection 
is used, it must be justified by its lower losses at the BPs and its ability to offer spatial reuse in 
those circumstances that warrant it.  However, unless there is a strong need for these two 
attributes, dedicated protection is preferable in our view. 

 
Whether line or path protection is selected depends on costs, complexity of APS software 

and the ability to withstand multiple failures.  The signalling connectivity requirements are the 
same in both cases and, although the signalling traffic volume is greater in path protection, it 
is unlikely to be a deciding factor.  Where the topology permits it, we believe that a viable 
strategy is to install dedicated line protection at the network’s inception and to upgrade to 
dedicated path protection, should the need for greater resilience subsequently arise.  
Upgrading requires the installation of N switches and more advanced APS software in each 
end node.  In this way, the capital expenditure is spread over time.  One compromise strategy 
could be to identify sensors that are especially critical or vulnerable and protect them 
individually with their own switches at the end nodes, while the other channels are protected 
collectively with common switches.  A hybrid path/line strategy is therefore possible. 
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Correctly selecting the network topology is crucial as it determines the layout of the 
cabling, the revision of which might never be affordable.  We believe that the direct 
unidirectional sensor array is the most versatile choice.  It offers all four protection categories, 
a simple configuration of interconnect fibres and the ability to withstand multiple failures to the 
working cable or to the working interconnect fibres.  Furthermore, dedicated path and shared 
path protection offer resilience to combined failures of the working and protection interconnect 
fibres, provided that at least one per sensor remains intact. 

 
We have studied other network topologies but none offers the consistent performance of 

the direct unidirectional sensor array.  Sometimes the interconnect fibres are folded in a 
manner that causes slight concern for their construction costs and reliability.  Alternatively, 
line and path protection might not both be available and so upgrading is not possible.  
However, we draw attention to the bi-directional array with dedicated path protection.  In 
addition to satisfying all three of our availability criteria, it can survive multiple failures in the 
interconnect fibres (working or protection), subject to the limitation of one per sensor.  
Moreover, if the requirements for no external signalling and nominally equal transmission 
impairments can be relaxed, the bi-directional sensor array with dedicated path protection can 
recover service after one failure in each of the distribution and aggregation cables.   The 
value of the tolerance to such double failures depends on the sensing application of the 
network and the various geographical factors that determine the cable damage statistics.  

 
In conclusion, we have presented novel designs of optical fibre bus networks for 

application to the multiplexing of arrays of sensors which can withstand one or more point 
failures.  We have compared many options for network topology and protection category and 
we believe that it is possible to identify clear preferences.  Although we cannot be prescriptive 
for all circumstances, a good operational choice will often be the network illustrated in Fig. 2 
of this paper, which is called the direct unidirectional sensor array.  Where the network is 
used exclusively for sensing services, we prefer dedicated path protection on grounds of 
resilience to multiple failures, simplicity of signalling and APS protocols and acceptably low 
costs.  Should cost be an initial constraint, it is possible to install dedicated line protection and 
upgrade to path protection when circumstances permit. 
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